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1. IlepevyeHb MJIAHMPYEMBIX Pe3yJILTATOB 00y4YeHHs MO0 TUCHHUIINHE, COOTHECEHHBIX €
IJIAHUPYEMBbIMH Pe3y/IbTATaMH 0CBOCHHS 00pa30BaTeJbHOI MPOrpaMMbl

Henbto aucuumnuabl «KOMIBIOTEpHBIE CUCTEMBI U CETH) SIBIISIETCS MPUOOpETEeHUE 3HAHUI
00 MeTOoax U CPeACTBAaX COXPaHEHHUs pabOTOCIIOCOOHOCTH KOMITBIOTEPHOM CETH, IPUHIIUIIOB CEeTe-
BOT'O aJIMUHHCTPUPOBAHUS U CETEBOI MOAepKKU. PaccMoTpeHbl BOIIPOCkl o0ecneueHus JocTyna K
CETH MO0JIb30BaTENIeH, MOHUTOPUHTA MPOU3BOJIUTEILHOCTH CETH, OOIIECTPUHATHIE METOAbI 3aIUTHI

nH(pOpMaLIUHU B CETSIX.

N3yuenne mUCHMIUIMHBI HAMpaBlieHO Ha (OpMHUpPOBaHHUE OOIIETPOPECCHOHATBHBIX KOMIIE-
TEHIUH, a TaK)Ke 3HAHWI, YMEHUH, HABBIKOB, HEOOXOUMBIX ISl PEIICHUH PO(eCCUOHATBHBIX 3a-
Jlay B MMPOU3BOJCTBEHHO-TEXHOJIOTMYECKOW M OPraHU3allMOHHO-YIIPABIECHYECKON AESTEIbHOCTH:

[udp komneTeHIN

Conepn(aHI/Ie KOMIICTCHI N

[Tnanupyemble pe3yiabTaThl

OIIK-3

CIIOCOOHOCTBIO  HCIIOJIB30BaTh
OCHOBHBIE 3aKOHBLI €CTECTBEH-
HOHay‘{HBIX JUCHUIIJIMH U CO-
BpeMEHHbIE HH-()OpMaIMOHHO-
KOMMYHI/IKaLII/IOHHI)Ie TCXHOJIO-
MM B IpOodEeCCHOHATIBHOMN 1es-
TEJIBLHOCTH

3unatb: coBpemennsie UKT B
IIPOIIECCHOM YIIPaBICHUH

YMeTb: BRIOMpPATh U OILICHUBATh
ApXUTEKTYpPy BBIYMCIUTEIbHBIX
CUCTEM, CETEH U TEIEKOMMY-
HUKAIUi, M MX [OACUCTEM;
OPUHUMATh PEUIEHUs] 10 HH-
dopmaTuzanuu npeanpusTuil B
YCIOBHAX HEONPEAEICHHOCTH,
paboTaTh C COBPEMEHHBIM Ce-
TEBbIM 000PYI0BaHHEM

Biagers: HaBpIKaMu IIpUMEHE-
HUS COBPEMEHHBIX IIPOrpPAMM-
HO-TEXHUYECKUX CPEICTB I
penieHust NIPUKIAIHbIX 33184

I1K-11

CMOCOOHOCTh AKCILTyaTUPOBATh
U COMpOBOXAAaTh HH(OpMaIK-
OHHBIE CUCTEMBI U CEPBHUCHI

3HaTh: (U3HYECKHE OCHOBBI
3JIEMEHTHOI 0a3bl KOMIIBIOTEP-
HOW TEXHHMKH U CPEICTB IEpe-
Jlauy MH(GOpMaLINK;

OPUHIUNBL  paboOThl TEXHHUYeE-
ckux cpexacrs UKT;

-OCHOBBl  (DYHKI[MOHUPOBAHUS
CEPBEPHBIX OMNEPALMOHHBIX CH-
CTEM.

YMeTh: BBISIBJIATH yTPO3bl WH-
dbopMaImoHHON 0€30MacHOCTH;
000OCHOBBIBaTh OpPraHU3aIMOH-
HO-TEXHHYECKUE MEpOTPHUATHUS
1o 3amute nHdopmaruu B VIC.

Brnaners: HaBbIKaMH pa6OTLI B

Pa3IMYHbIX OTIepaIMOHHBIX
CHUCTEMAaX; HAaBBIKAMM 3aILUTHI
nHdopMaLuu.

I1K-18

CMOCOOHOCTh MPUHUMATH Yyya-
ctue B opranuzamuu  UT-
UHOPPACTPYKTYpPBl M yIIpaBiie-
HUM WHOOPMAIMOHHONW 0e3-
OIaCHOCTHIO

3nartb: BUAbI yrpo3 CKC u me-
Toabl obecreueHuss uHpopma-
IIMOHHON 06€301acHOCTH

YMeTb:  BBIABIISITH  YI'PO3bI
CKC, o000oCHOBBIBaTH MeEpO-
OpUATHS 1O 3amuTe uHpopMa-
1205

Brnaners: HaBblkamMu pabOTHI C
WHCTPYMEHTAIBHBIMU cpen-




u¢p KOMOETEHIINH CopepxaHye KOMIIETEHIIUU [Inanupyemsle pe3ysbTaThl

ctBamu npoektupoBanusi CKC
U 3aIIUTHl HTHPOPMAITUT

2 MecTo TUCHHUIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHO NMPOrpaMmbl

Hucuunnuna b1.B.JIB.6.2 «KoMIbloTepHbIE CUCTEMBI U CETU» OTHOCUTCS K JUCIUILIIMHAM
1o BBIOOPY BapuaTUBHOHN ydeOHOTro rmuaHa. OCHOBBIBACTCS Ha 3HAHMSX, IMOTYYCHHBIX MO JTUCITHU-
muHaMm: b1.b.12 «BeruuciutenbHble CUCTEMBI, CETH U TellekoMMyHukauuuy, b1.b.13 «Onepanu-
OHHBIC CHCTEMbI» 3HAHHWS, MOJIy9aeMble MPU U3YYCHUU TAHHOW JMUCUUIUIMHBI, HEOOXOMAUMBI IS
ycnenHoro ocBoeHust tucuuiuiiibl b1.6.19 «Muadopmanmonnas 6€30macHOCTb.

3 O0beM TUCHMILUIMHBI B 3aYe€THBIX eIMHHUIAX ¢ YKAa3aHHEM KOJHYEeCTBA aKaJeMHYeCKHX
4acoB, BbIIEJEHHBIX HA KOHTAKTHYI) padoTy o0ydalommxcs ¢ npemnojgaBareseM (10 BHAAM

Y4eOHBbIX 3aHSATHIT) 1 HA CAMOCTOATEILHYIO pa00oTy 00yYarOMXcs
Ounas ¢gopma o0yueHus1

Pacnpenesienne
. Bcero
Bup yuyeOHo# padoTbl 4acoB 10 ceMecTpaM
4acoB
Ne 8
KonTakTHas padoTa odyuyaommuxcsi ¢ npemnojgaBarejiemM 42 42
(110 y4eOHbIM 3aHATHUSIM), BCET'0
Jlexmmm (JI) 14 14
[Tpaktuueckue 3anstus (I[13)/ Cemunapsi (C) 28 28
JlaGopatopusie pabotsl (JIP) - -
CamocrositebHas padora crygenra (CPC), Bcero 66 66
Kypcosoii npoekt (KIT) - -
Kypcosas pabora (KP) - -
Pacuerno-rpadpuueckas padora (PI'P) - -
Pedepar (Ped) - -
CaMocTosATeIbHOC U3YUCHUE PA3/ICIIOB H TEM 66 66
IlepeatTecToBaHO - -
Bua npomMe:KyTOUYHOI aTTecTAlUN 3a4er 0 0
(gyacoB 1o yuyeOHOMY IJIaHY) 3a4eT C OLEHKOM _ i
9K3aMeH - -
4acoB 108 108
Obman Tpynoemxocts, 3aYeTHBIX eTHHHII 3 3
3aouHas ¢opma 00yueHusn
i} Beero Pacnpenesienne
Buj yue6Hoii padoThl 4acoB 10 KypcaMm
4acoB
Nes
Konrakr. paéora, Bcero 14 14
Jlexmmm (J1) 6 6
[Tpaxtuueckue 3ausatus (I13)/ Cemunapsr (C) 8 8
JlaGopatopusie pabotsl (JIP) - -
CamocrositesibHas padora cryaenra (CPC), Bcero 90 90
Kypcogoii npoext (KIT) -




Kypcosas pa6ora (KP) - -

PacuerHo-rpaduueckas padora (PI'P) -

Pedepar (Ped) -
Kontp. padota (KP3) 10 10
CamocTosTeIbHOE U3YUYCHHE PA3/ICTIOB U TEM 80 80
IlepearTecToBaHo -
Bua npomexkyTo4Hoil arrecTannu 3a4er 4 4
(vacoB Mo y4yeOHOMY IJIaHy) 334eT C OLCHKOM _ _
IK3aMEH - -
4yacoB 108 108
OO0masi Tpy10eMKOCTh
32YeTHBIX eJUHUIL 3 3

4 Copep:xxaHue AUCHHUILIMHBI, CTPYKTYPHPOBaHHOEe MO TeMaM (pa3aeiaM) ¢ yKa3aHueM
OTBEJEHHOI0 HA HUX KOJMYEeCTBA aKaJeMUYeCKUX YaCOB U BHI0B YUeOHBIX 3aHATHI

4.1 Conep:xaHue JeKIUii

O0bem, u

Tema nekuuu dopma oOyueHHs

/o
O4yHasg | 3a04yHas

1. | Ocnosvr kommymayuu

OYHKIIMOHUPOBAaHNE KOMMYTAaTOPOB JIOKAIbHON CETH
Meto1bl KOMMYyTalUU

KOHCTpYKTHBHOE HCIIOIHEHNE KOMMYTaTOPOB 5 9
Pu3nYeCcKoe CTEKUPOBAHNE KOMMYTAaTOPOB

Tunel naTEpdEiicoB KOMMYTaTOPOB

ApXUTEKTypa KOMMYTaTOPOB

YnpaiieHHE IOTOKOM B MONYAYIIIEKCHOM U AYIJIEKCHOM PEXKUMAX

2. | Hauanvuas nacmpotika kommymamopa

Knaccudukanus koMMyTaTopoB [0 BO3MOKHOCTH YIPaBJICHHUS
CpenctBa ynpapieHUs] KOMMYTaTOpaMu 2 -
HavanpHas koHGUTYpalus KOMMyTaTopa

[Togxmouenne k Web-untepdeiicy ynpaBieHuss KOMMyTaTopa

3. |Bupmyanvhvie nokanvusie cemu (VLAN)
Tunet VLAN

VLAN Ha ocHOBE IOPTOB

VLAN Ha ocnoge cranaaprta IEEE 802.1Q
Craruueckue u nuHamuueckue VLAN
[Tporoxkonm GVRP

Q-in-Q VLAN

Acnmmerpruunbie VLAN.

4. | Pynkyuu nosviuleHUs HA0EHCHOCMU U NPOU3BOOUMENLHOCTU
[TpoTokomsr Spanning Tree

JlononHuTeNbHBIC (YHKITUH 3AIIUTHI OT TIETETh -
Oynknuu 6e3onacuoctu STP
ArperupoBaHue KaHaJIOB CBSI3H 2

5. |Kauecmeso oocnyscusanus (QoS)
Mogaenu QoS

[IpuopuTtrzanus nakeTon
Knaccugukanus nmakeros




MapkupoBKa akeToB
VYnpasieHue neperpy3kaMmu 1 MEXaHU3Mbl 00CITYKUBaHUs ouepeaen
ITpumep Hactpoiiku QoS

Dynxkyuu odbecneuenus 6e30nacHocmu U 02panuderus 0ocmyna K cemu
Cnucku ynpasnenust noctynom (ACL)

OyHKIUM KOHTPOJIS HaJl MOAKIIOUEHUEM Y3JIOB K TOPTaM KOMMYTaTopa
Ayrentudukanus noap3opareneit 802.1X

MHnozoadpecnas paccolika

Anpecanus MHOroaapecHoi IP-pacceuiku

MAC-anpeca rpynnoBoil pacChbUIKH

[Monmucka u o0CITy>)KUBaHUE TPYIIIT

VYnpapieHue MHOT0aJApecHO pacchlikoil Ha 2-M ypoBHE moaenn OS]
®ynkuus IGMP Snooping Fast Leave

DyHKYuU YnpagieHus KOMMymamopamu
VYnpaBieHne MHO)KECTBOM KOMMYTaTOpOB
ITpotokon SNMP

RMON (Remote Monitoring)

Oyukuus Port Mirroring

Bcero

14 6

4.2 TlpakTHyecKkue (ceMHHAPCKHE) 3aHATHS

Tembl npakTHUECKUX (CEMUHAPCKUX ) 3aHATUN

O0beMm, u

dbopma oOyueHus

OYHasix 3a04Has1

OcHoBHBIE KOMaH IbI KOMMyTaTopa. KoMaH1s1 00HOBJICHHS TPOTPAMMHO-
ro obecreueHrnss KOMMYTaToOpa U COXPAHEHUS/BOCCTAaHOBIIEHUSI KOHPUTY-
parmoHHbIX (aiinoB. KomaHabl yripaBiieHUus TaOIUIIaMU KOMMYTAITUH
MAC- u IP-anpecoB, ARP-tabnuniamu

Hactpoiika VLAN na ocHose cranaapta IEEE 802.1Q

Hactpoiika nporokona GVRP

Hactpoiika nporokosos cssytoniero nepesa STP, RSTP, MSTP

gislwN

Hacrpoiika ¢pyHkumu 3amutel oT o0pa3oBanus nerens LoopBack
Detection

o

ArpernpoBaHue KaHAJIOB

~

Crucku ynpasnenust noctynoM (Access Control List)

KOHTpOJ'IL Haa MOAKIIFOYCHUECM Y3JIOB K IIOPTaM KOMMYTATOopa. qDyHK]_[I/I}I
Port Security

NONR N (NN
)

KOHTpOJ'IL Haa MOAKIIFOYCHUECM Y3JIOB K IIOPTaM KOMMYTATopa. quHKI_II/IH
IP-MAC-Port Binding

10

Hacrpoiika QoS. IIpuoputuzamus tpaduka. YopasieHue moaocou mpo-
MYCKaHUs

11

3epkanupoBanue noptos (Port Mirroring)

Bcero

28 8

4.3 JIabopaTopHbIe padoThI
He npedycmomenvi




4.4 IlepedeHb TeM JJIsl CAMOCTOAATEJIBHOIO0 H3YYCHHS

O0BeM, U

Ne Tembl camocToATENbHOM pabOTHI dopma oOyueHus

OYyHasi | 3a04Has
1 | Vnpaserenue nomoxom 6 nonyoynieKCHom u OYNIeKCHOM PeNCUMAX 7 8
2 | Cpeocmea ynpasienusi KOoMMymamopamu 7 8
3 | Acummempuunvie VLAN 7 8
4 | Ilpomoxon GVRP 7 8
5 [Q-in-Q VLAN 7 8
6 | Dynkyuu 6ezonacnocmu STP 7 8
1 | Aepecuposanue kananos céssu 7 8
8 | Vnpasnenue nepeepysxamu u mexanuzmol oocaysicusarus ouepeoetl 7 8
9 | Aymenmugpuxayus nonrvzosameneu 802.1X 5 8
10 | Vnpaserenue mnozoaopecnoii paccwinkoil na 2-m ypoene mooenu OSI 5 8
Bcero 66 80

4.5 JIpyrue BUbI CAMOCTOSITEIbLHOH PadoThI

Buinoanenue konmponvusix pabom — 10 uac.

5 Hepeqeﬂb yqeﬁno-MeTwmquKoro odecnevyeHus JAJI CaMOCTOSTEIbHOM paﬁoTbI Oﬁy-
YalmMuxcHd 1o 1MCuMIIJIMHE

Jlj1s caMOoCTOSITENIbHOM paboThl 00YYarOIMXCS 0 JUCHUILIMHE PEKOMEHAYETCS CIIeAYoas
y4eOHO-MeToIuuecKas JINTepaTypa:

1. BacunseB M.II. CereBoe aiMUHUCTPUPOBAHUE: FIEKTPOHHBIM YyU€OHUK JJI1 MOJATOTOBKU
6axanaBpoB HanpasyeHus 230700, 09.03.03 «[Ipuxnaguas napopmaruka» M.I1. Bacunses,. — Boa-
rorpaa: ®I'bOY BIIO Boarorpaackuii I'AY, 2015.

2. MakcumoB H. B. Komnerotrepnsie cetu: YdueOHnoe nocodue mis cryn. yupexaenuit CI10/
H.B. Makcumos, 1.U. Tlomnos. - 6-e u3n., mepepad. u gom. - M.: @opym: HULL THOPA-M, 2013. -
464 c. - Pexxum nmoctyna: http://znanium.com/bookread2.php?book=410391

3. Ky3un A. B. Komnsiorepasie cetn: YueOHoe mocodue / A.B. Ky3uH. - 3-e u3., nmepepad.
u gom. - M. dopym: HNHOPA-M, 2011. - 192 ¢ Pexum  pocryna:
http://znanium.com/bookread2.php?book=249563

4. BacunwseB, M. I1. BoruncnurenbHble CUCTEMBI, CETH U TEJIEKOMMYHUKAIIUH : y4el. 1Moco-
6ue nns noar. 6akanaBpoB Hampas. "llpuxnagnas undopmaruka” / M. I1. Bacunses, A. YO. Pyaen-
ko ; ®I'BOY BIIO Boarorp. 'AY. - Boarorpan : M3a-so Bonl'AY, 2012. - 192 c.

5. BacunibeB, M. 1. BerunciuTenbHbIE CUCTEMBI, CETH U TEIEKOMMYHHKAIINU : SJIEKTPOHHOE
nocoOue /i noAr. 6akanaBpoB Hampas. "[Ipuxnaanas uadopmaruka" / M. I1. Bacuises, ®I'BOY
BITIO Bousrorp. I'AY. — Boarorpan, 2015

6 OuneHouHble MaTepuasbl s NPOBEACHUS NMPOMEXKYTOYHOH aTTecTalud 00ydaro-
HIMXCH MO JMcHUIIuHE ((POH OLIEHOYHBIX CPEACTB)

6.1 IlepeyeHb KOMIIETEHIUA € YKA3aHHEM ITANOB UX ()OPMUPOBAHUS B Npolecce 0CBO-
eHHsi 00pa3oBaTebLHOI NPOrpPaMMBbI

Hepequb KOMHGTCHHI/Iﬁ, Ha OCBOCHUC KOTOPLIX HAIIpaBJICHA OTUCIIUIIIMHA

Mudp xowm- ConeprkaHre KOMIETEHIIUU
METEHLINH
OIIK-3 CIIOCOOHOCTBIO HCIIOJIB30BaTh OCHOBHBIC 3aKOHBI €CTECTBEHHOHAYYHBIX IUCIIH-

IIJIMH 1 COBPEMCHHBIC I/IH(bOpMaHI/IOHHO-KOMMYHI/IKaHI/IOHHBIe TEXHOJIOTHUN B IPO-



http://znanium.com/bookread2.php?book=410391

dbeccroHaIbHON NesITEIbHOCTH

IK-11 CIOCOOHOCTh IKCIUTYaTHPOBAaTh M COMPOBOXKAATh WH(POPMAIMOHHBIE CHCTEMBI U
CEPBHCHI
I1K-18 CIOCOOHOCTh MTPUHUMAThH y4yacTue B opranuzanuu UT-uHPpacTpyKTyphl U yrpas-

JIeHUY THPOPMALTMOHHON 6E30MaCHOCTHIO

Oranbl GOPMUPOBAHKS KOMIIETEHITUN
a30BaTEJIbHON IIPOrPAMMBI

B IIPOIIECCE OCBOCHUS 00

VYyacTBytone B GOpMUPOBAHUHI ®dopma Kypcer 00yuenus
KOMITETCHIIMI AUCIHUIUIMHBI, MOYJIH, | OOydeHUs
MIPAKTUKU
Nunexkc HaumeHnoBanue 1 2 3 4 5 6
Kypc | Kypc | Kypc | Kypc | Kypc | Kypc

OIIK-3 - cnocobrocmvio ucnonb306ams 0CHOEHbIE 3AKOHbL ecmeCcmeeHHORAay4YHblX OMCL;MI’ZJZMH u co-
6PDEMEHRHbLE HHd)OpMdI/;MOHHO'KOMMyHuKaL;MOHHble mexHoJiocuu 6 l’lpOd)€CCUOHCUle012 oesimesbHo-

cmu
b1.5.10 dusuka Ounas +
3aoyHas +
b1.b.12 BrerunciurenbHbie cu- Ounas + +
CTEMBI, CE€TH, TeJIe-
KOMMYHHKAI[HH 3aouHast + +
b1.B.OJ1.6 MarteMaTHu4ecKoe U Ounas +
VMHTAIMOHHOE MOJIE- | 330unag +
JUPOBaHUE
b1.B.O/I.8 OCHOBBI KOMITBIOTEP- Ounas +
HOM BIIEKTPOHUKHU 3aoyHas +
b1.B.OA.11 | CucremHas apxuTek- OuHas + +
Typa uHGOpPMaIMOH- 3aouHas + +
HBIX CHUCTEM
b1.B.O/.12 NHTrennexryaibHbIe Ounas + +
nH(OpMaIMOHHBIE Y p—— T T
CHUCTEMBI
b1.B.JIB.3.1 | I'eoundopmamnmonnsie | OdvnHas +
CUCTEMBI 3aoyHas +
b1.B./IB.3.2 | I'eoundopmarmonnsie | Ounas +
TEXHOJIOTUH B YIIPaB- | 3ao4Has +
neHuu uHQOopMaIu-
OHHBIMH PECypCcaMu
b1.B.JIB.6.1 CereBoe agMHUHH- Ounas +
CTPUPOBAHHE 3aouHas +
b1.B./IB.6.2 | KommbloTepHbIE CU- OuHas +
CTEMBI U CETH 3aouHas +
b2.V.2 IIpakTuka 1o nosmyue- Ounas +
HUIO MIEPBUYHBIX YMe- | 3aouHast +

HU U HAaBBIKOB HaYy4-
HO-
HCCIIEN0BATEIBCKOU
JESATCIBHOCTH




1IK-11 - cnocobrocms sKCnIyamupogams u cONPoBo#COams UHGOPMAYUOHHbIE CUCTEMbL U CEPBU-
cbl

b1.b.13 OnepannoHHbIE CU- Ounas +
CTEMBI 3aoyHas +
b1.B.OA.11 | CucremHas apxuTek- Ounas + +
Typa uHGOpPMaIMOH- T y— " "
HBIX CUCTEM
b1.B.OJI.13 | VYmpasiaenue ungop- OuHas +
MAIMOHHBIMHU CUCTE- [ 340upag +
MaMu
b1.B.JIB.6.1 CeTteBoe aIMUHHU- Ounas +
CTPUPOBAHUE EYp— +
b1.B./IB.6.2 | KommnbroTepHble cu- Ounas +
CTEMBI U CETU
3aouyHas +

1IK-18 - cnocobnocmv npunumams yuacmue 6 opeanusayuu MT-ungpacmpykmypsl u ynpasieHuu
UHDOPMAYUOHHOU HE30NACHOCTNBIO

b1.b.19 Wudopmannonnas Ounas +
0€3011acHOCTb 3aouHas +
b1.B./IB.6.1 CerteBoe aMUHHU- Ounas +
CTpUpPOBaHHE
3ao4Has +
b1.B./IB.6.2 | KowmmnbioTepHble cU- Ounas +
CTEMBI U CETH 3a04Has +
b2.V.2 [IpakTHka 1o nomyue- Ounas +
HUIO NEPBHYHBIX yMe- (T3, oo n
HUI 1 HAaBBIKOB HAy4-
HO-
HCCIIEN0BATENbCKON
JESTEIIBHOCTH

OcHOBHBIMU 3TaniaMu (OPMHUPOBAHUS YKa3aHHBIX KOMIIETEHLIUH IIPU OCBOEHUU JHCLUILIHU-
HBI SIBIISIETCS TOCJIEIOBATENIbHOE W3YYEHHE COJIEpPKATENbHO CBSI3aHHBIX MEXAY coOOW Momynei
(paznmenoB, Tem). M3ydenne kaxaoro Moayis (pasziena, TeMbl) MPEoiaraeT OBIaIeHUe 00yJaro-
HIIMCSI HEOOXOTUMBIMU KOMIIETCHIIUAMHU. Pe3ynpTaT arTecTanuy Ha pa3inyHbIX dTanax GopMupo-
BaHUA KOMHeTeHHI/Iﬁ IMMOKAa3bIBACT YPOBCHb OCBOCHHA UX O6yanOHII/IMI/ICﬂ.

Otansl OPMHUPOBAHUS KOMITETEHIIUIN
B [TPOLIECCE U3YyUEHUS AUCIUIIIINHBI

O1eHOYHOr0 cpeIcTBA MO ITanaM (POPMHPOBAHHUS KOMITe-
KonTpoaupyemsbie Moay.iu, TeHIMii

pa3jebl, TeMbl JMCHHUIIIHHBI ) TIpoMexyTounas
Texkymuit KOHTPOJIb
arrecTanust
OIIK-3 - cnocobnocmvio UCnoib308ams OCHOBHbLLE 3AKOHbI eCMeCmEeHHOHA-
VUHBIX OUCYUNIUH U COBPEMEHHble UHPOPMAYUOHHO-KOMMYHUKAYUOHHbIE
MexXHON02UU 8 NPOPeCcCUOHAILHOU DesimelbHOCmU
OCHOBBI KOMMYTaIUU .
Tect, OT4yer npakTUYecKoi paboOThI
- 3auer
HauanpHas HacTpoiika KOMMY-
Taropa Tect, OTUeT mpakTUYECKOU PabOTHI, OMPOC




KonTposmpyembie moay.iu,
pa3aeJibl, TeMbl JUCHHILJIMHBI

TeHIHH

OneHoYHOro0 cpeacTBa Mo ITanaM (OPMUPOBAHHUS KOMIIe-

(VLAN)

BupryanbHble JIOKaJIbHBIE CETH

Tect, OT4eT MpakTUYECKOU PabOTHI

HOCTHU U ITPOU3BOAUTCIIBHOCTHU

(DYHKI_[I/II/I IOBBIIICHUA HaAICK-

Tect, OT4eT MPaKTHIECKON pabOTHI, OIIPOC

Hble CUCmembvl U CepeuUcsl

IIK-11 - cnocobrocmb 3KCnIyamupo8ams u CONPo8OAHCOAms UHGOPMAYUOH-

KauectBo o6cnyxuBanus (QoS)

Tect, OT4eT IPAKTUIECCKON pabOTHI

OyHkuu  obecreyeHus

CTyla K CCTU

oes-
OMMACHOCTH W OTPaHUYCHUS JI0-

Tect, OTueT mpakTUUECKOU paboThI, OMPOC

IIK-18 - cnocobrocme

NPUHUMAMb
ungpacmpykmypbol u ynpasieHuu

yuacmue 6 opeanusayuu HT-
UHGOPpMayUOHHOU OE30NACHOCMbIO

MHoroaapecHas paccblika

Tect, OT4eT MpaKTUIECKON pabOThHI

OyHKINUHA YIPaBICHUS KOMMY-
TaToOpamu

Tect, OTyer npakTU4YecKoi paboThI

. IIpome:xyTouHast
Texymmii KOHTPOJIb
aTrecTanus
OIIK-3 - cnocobnocmbvio ucnons308ams OCHOBHbLIE 3AKOHbL eCMeCmEeHHOHA-
VUHBIX OUCYUNIUH U COBPEMEHHble UHDOPMAYUOHHO-KOMMYHUKAYUOHHbIE
MEeXHONI02UU 8 NPOGhecCUOHANbHOU OeslmeNbHOCmU 3auer

Hepeqeﬂb OLCHOYHBIX CPEACTB AJIHA TEKYLIEr0 KOHTPOJISA

Kparkas xapakTepucTuka o11eHOYHOI0
CpeacTBa

IIpeacrasiienue oue-
HOYHOI0 CPeICTBAa B
donpe

Cucrema craHZapTH3UPOBAHHBIX 3aj1a-
MO3BOJIAIONIAs  aBTOMATH3UPOBATh
MpOLENYpPY M3MEPEHUS] YPOBHSI 3HAHUN M
yMeHUH 00y4aronerocs.

donng TecTOBHIX 3a1a-
HUAU

@dopMa KOHTPOJIS ISl OLICHKH MTPaKTHYe-
CKUX HAaBBIKOB U YMEHUU TIO TUCIHUILINHE,
npeaHasHauCHHas JJId 3aKPCTIJICHUA KOM-
MIETEHITNH, TPHOOPETEHHBIX B TIPOIECCE
o0yJeHwus.

KommrekT npaktuye-
CKHUX paboT

Ne HanmeHnoBanue
n/ | OLEHOYHOro cpea-
n CTBA
HUM
1 | Tect ’
OT4eT npakTU4YECKON
paboThI
2
3 | Ompoc

CpencTtBo NpOBEpPKM YMEHUH NPHUMEHATH
MOJIyY€HHbIE 3HAHUA AJIS pEelIeHMs 3ajad
OIIPEAEIEHHOr0 TUIIA 110 TEME WJIU Pa3AeIy

KommiekT BonmpocoB
BBIHOCHUMBEIX Ha OITPOC

6.2 Onucanne nokasarejieil 1 KpUTepHeB OLCHUBAHMSA KOMIICTEHIMI HA Pa3JINYHBIX
Tanax ux (popMHUPOBaHHS, ONMCAHUE LKA OLlCHMBAHUA
6.2.1 Texymmii KOHTPOJIb

ITokazaTenu olieHUBAaHUS KOMIIETCHIINN

Ha pa3IMyHbIX dTanax ux GopMUPOBaHUS B MPOLIECCE U3YUEHUS TUCIUILIIMHbI

KoHnTponupyemsle 3tarbl (pa3aesnsl)
JUCLUIUIMHBI

ITokazaTenu oleHUBAHUS KOMIIETCHIINH




OIIK-3 - cnocobnocmbio UCnonib306ams OCHOBHbLE 3AKOHbL ecmeCcmeeHHORAYYHbLX ducuunﬂuﬂ u co-
6PDEMEHHbLE LIH¢0pMal4u0HHO-KOMMyHuKaL;MOHHble mexHoJsiocuu 6 I’lpO(ﬁ€CCMOHaJZbHOﬁ oesmenbHo-

cmu

OcHoBBl KOMMyTanuu. HawanpHass HacTpoika | 3HaeT

KOMMYTaTopa. BupTyallbHBIE JTOKAJIBHBIE CETH
(VLAN). ®yHKIIMU TOBBIIIECHHS HAICKHOCTH H

MMPOU3BOAUTCIILHOCTU

coBpemennele KT B mnpoueccHom
yIpaBJIeHUU

VMmeer

BBIOMpATh U OLICHUBATH APXUTEKTYPY
BBIYUCIIUTENBHBIX CHCTEM, CETeH u
TEJICKOMMYHUKALUN, U UX MOACUCTEM;
MPUHUMATH PElICHUs 1O WH(OpMaTH-
3allUM MPEANpPUATUN B YCJIOBHSIX He-
OIPEENIEHHOCTH, paboTaTh C COBpe-
MEHHBIM CETEBBIM 000PYI0OBaHHEM

Bnaneer

HaBbIKaMU IMPUMCHCHUA COBPEMCHHBIX
MMpOrpaMMHO-TCXHHYCCKUX CpCacCTB
JJI pCHICHU S MPUKJIAAHBIX 3a1a4

1IK-11 - cnocobnocme sKcnayamuposams u CONPo8OAHCOam

Cbl

b MHCpOpMaL;MOHHble cucmembsvl U cepeu-

KauectBo o6cnyxkuBanus (QoS).
oOecnieueHHss OE30MACHOCTH W OrPaHUYECHUS

AO0CTYyIIa K CETH

OyHkuuu | 3Haer

(U3UYECKNEe OCHOBBI JIEMEHTHOW Oa-
36 KOMIIBIOTEPHOM  TEXHUKH H
CPEJICTB mepenayu nHhopMaIuu;
NPUHIUIIBI  padOThl  TEXHUYECKHUX
cpencts UKT;

-OCHOBBI (DYHKIITMOHHPOBAHUSI CEPBEP-
HBIX ONEPAI[HOHHBIX CUCTEM.

YMeeT | BBIABJIATH YIpo3bl MH(OpMarMoHHON
0e30macHOCTH; OOOCHOBBIBATH Opra-
HU3ALMOHHO-TEXHUYECKUE MEpPONpHUsI-
Tus 1o 3amuTe uHpopmaryu B UC

Bnaneer | HaBbIKaMH pabOTHI B PA3JIMYHBIX OIle-

PAIlMOHHBIX CHUCTEMax; HAaBBIKAMH 3a-
HIUTH HTHPOPMAITUU

IIK-18 - cnocobnocmv npunumams yuacmue 6 opeanusayuu UT-unghpacmpykmypsl u ynpaeienuu
uHopMmayuoHHo 6€30NACHOCbIO

MmuoroaapecHas paccbuika. DyHKIMU yIpaB-

JICHUA KOMMYTATOpPaMHU.

3Haer

Buasl yrpo3 CKC u meronb! obecre-
YyeHus: MH(opMaroHHON Oe30macHo-
CTH

YMeeT

BbIBIATE yrpo3bl CKC, 0060CHOBBI-
BaTb MCPOIPHUATUA 110 3alIUTC HWH-

dbopmanuu

Bnaneer

HaBbIKaMHU pabOThl ¢ UHCTPYMEHTAIIb-
HbIMH CpEACTBAMM INPOEKTHUPOBAHUS
CKC u 3amuthl HHQOpMAaIIH

[Ikana 1 KpUTEpUH OLEHUBAHUS (POPMUPYEMBIX KOMIIETEHLIUN B IPOLIECCE U3YUEHUS JTUC-
IIUIUIMHBI, COOTHECEHHBIE C 3TanaMu UX (OpMHUPOBAHHUS

KoHnTtponmpyemslie
sTansl (pa3aensbl)
JUCHUTIIINHBI

®dopma O1eHOY-
HOT'O Cpe/icTBa

IITxana oneHuBaHUA Kpurepuu onenku

OIIK-3 - cnocobrocmuvio Ucnonb306ams 0CHOBHbLE 3AKOHbL ecmeCcmeerHHORAay4YHblX ()MCI/;MI’UZL[H u co-
BPDEMEHRHbLE MHd)OpMCZL;MOHHO-KOMMyHMKaHMOHHble mexHoJsiocuu 6 npOd)BCCUOHGJZbHOﬁ oesimeibHo-

cmu

OCHOBBI KOMMYTaLIUH.
Hauanbnas HacTpoiika

KOMMyTaTopa. Bupry-

Tecrt, omnpoc, na-
OopaTopHbIe pa-
00TBI

«OTanuHO» Bnaneer HaBblKaMu Mpu-

MEHEHUS  COBPEMEHHBIX
IPOTrpaMMHO-




AJIBHBIC JIOKAJIbHBIC
cetu (VLAN). ®OyHk-
o1 ITIOBBIIIICHUA
HAJIKHOCTH U TIPOU3-
BOOUTCIIBHOCTU

TCXHUUYCCKUX CPCACTB IJIA
PEIICHUA IMPHUKIIAIHBIX
3azad

«Xopo11o»

VYMmeer BbIOMpaTh M oOle-
HUBaThb apXUTEKTYpPy BBbI-
YUCIUTEIbHBIX  CHCTEM,
ceTedl M TEIEKOMMYHHUKa-
Ui, U MX HOJCHCTEM;
IPUHUMATh PELIEHUs II0

uHboOpMaTU3alul  Tpea-
OpUSTUN B YCJIOBUSIX He-
onpeAeNeHHoCcTH,  pabo-

TaTb C COBPCMCHHBIM CC-
TCBbBIM 060py,HOBaHI/IeM

«Y IOBIETBOPUTEIILHO»

3HaeT O COBPEMEHHBIX
nHpOpMaIMOHHO-
KOMMYHHKAIIHOHHBIX TEX-
HOJIOTHISIX

«HeynoBneTBOpUTEIBHO»

- HC OTBCTUJI Ha IIOCTaB-
JICHHBIC BOITPOCKHI

IIK-11 - cnocobrocmo
col

IKCcnyamupoeans u conpoeowcdamb qu)OpMaL{HOHHble cucmembsl U cepeu-

KauectBo  00cmyxu-
Banus (QoS). DyHk-
1005078 obecrieueHus
0e30MacHOCTH U
OTpaHWYCHUS JOCTYIIa
K CEeTH

Tecr, onpoc, na-
OopaTopHbIe pa-
0O0TBI

«OTIIHOY

Bnaneer naBbikamu pabo-
Thl B Pa3iMYHBIX OIepa-
OUOHHBIX CHUCTEMaAX,
HaBbIKAMHU  3alllUThl HH-
dbopmaruun

«Xopo1o»

YMeeT BBISBISATH YIPO3BI
uH(pOpMallMOHHON  0e3-
OITACHOCTH; 00OCHOBEI-
BaTh  OPTraHHU3AIMOHHO-
TEXHUYECKUE MEpPOIpHs-
THS TIO 3anuTe uHpopma-
nuu B C

«Y IOBJIETB OPHUTCIIBHO»

3HaeT (U3NYECKHUE OCHO-
Bbl  DJIEMEHTHOW  0a3bl
KOMIIBIOTEPHON TEXHUKHU
U CpeiACTB Iepenayd UH-
dopmannu;

NPUHLIMIBI pabOThl TeX-
Huyeckux cpeacts UKT;
-OCHOBBI  ()YHKIITHOHHUPO-
BaHUsl CEPBEPHBIX oOIllepa-
IIMOHHBIX CUCTEM

«H CYAOBJICTBOPUTCIILHO»

- HC OTBCTHUJ HaA ITOCTAaB-
JICHHBIC BOIIPOCHI

1IK-18 - cnocobnocmb npunumams yuacmue 6 opeanusayuu UT-ungpacmpyxmypsi u ynpasieHuu
UHDOPMAYUOHHOU DE30NACHOCTBIO

Mmuoroangpecnas pac- | Tecr, onpoc, j1a- «OTAN4HO» Bnaneer HaBblkamu pabo-

CBLJIKA. OyHKIMu | 60paTopHbIE pa- Tbl C HHCTPYMEHTAJIbHBI-

YIOpPaBICHUS KOMMY- 00THI MU CPEICTBAMHU IPOEKTH-

TaTOpaMHU. poBanuss CKC u 3ammThl
uHpOpMaLIUU

«X0opomIo» YMeeT BBISBISITH yIPO3bl




CKC, 000CHOBBLIBATHL Me-
POTIPHUSITHS [0  3allUTE
uHpOpMaLIUU

3naet Buasl yrpo3 CKC u
METOJIbI obecneueHust
uHopmanmoHHoir  6e3-
OIIACHOCTHU

((YIIOBJ'ICTBOPI/ITGJ'IBHO»

- HC OTBCTUJI Ha IIOCTaB-
JICHHBIC BOIIPOCHI

«H CYAOBJICTBOPUTCIHEHO

6.2.2 IlpoMe:KyTOUHASI ATTECTALUSA
ITokasaresu OleHUBAaHUS KOMIICTCHIIUN B Pe3y/IbTaTe U3YUYCHHS TUCIUIUTHHEI B IPOIIECCe

OCBOCHHS 00pa30BaTEIbHON MPOTPAMMBI

IToxa3arenu oneHUBaHUS KOMII CTCHI_II/Iﬁ

OIIK-3 - cnocobnocmbio UChoIb306amMb OCHOEHbIE 3AKOHbL eCmeCme€erHORAY4YHblX OucuunﬂuH u co-

8pemeHHble UHDOPMAYUOHHO-KOMMYHUKAYUOHHBIE MEXHONI02UU 8 NPOPECCUOHANbHOU OesamebHO-
cmu
3Haer coBpemenHble KT B mpoliecCHOM ynpaBiieHUU
YMeer | BBIOMpaTh U OLEHUBATH APXUTEKTYPY BBIYMCIUTEIbHBIX CHUCTEM, CETEH U TEICKOMMY-
HUKAIMH, ¥ UX TTOACUCTEM; TPUHUMATD PELICHHUS 110 NH(POPMATHU3ALUH TIPEITPUITHI B
YCIIOBUSAX HEONPEIEICHHOCTH, paboTaTh C COBPEMEHHBIM CETEBBIM 000PYA0BaHUEM
Buameer | HaBbIKaMM NIPUMEHEHHsI COBPEMEHHBIX IIPOrPAMMHO-TEXHUYECKHUX CPEICTB I pellie-

HHWA IPUKIIAAHBIX 3a/1a4

1IK-11 - cnocobnocmb dKCRIYAmMupo8ams u CONPOBOHCOAmMs UHGOPMAYUOHHBIE CUCEMbL U CEPEU-

Cbl

3HaeT (u3nyecKre OCHOBBI 3JIEMEHTHON 0a3bl KOMIIBIOTEPHON TEXHUKU U CPEACTB Nepeadn
uHpopManuy; NpUHUUIBI paboThl TexHUueckuXx cpenctB UKT; ocHOBBI (QpyHKIIMOHHU-
pPOBaHMsI CEPBEPHBIX ONEPALMOHHBIX CUCTEM
YMmeer | BBIABIATH Yyrpo3bl HHYOPMAIIMOHHON 0€30MaCHOCTH; 0OOCHOBBIBATh OpPraHU3allMOHHO-
TEXHUUYECKHE MeponpusTHsl 1o 3anmre nHdpopmanuu B C
Brnaneer | HaBblkaMu pa®OTHI B Pa3iIMYHBIX ONEPALMOHHBIX CHCTEMAax; HAaBbIKAMM 3allUThl WH-
dbopmarun
IIK-18 - cnocobnocmv npunumams yuacmue 6 opeanusayuu UT-unghpacmpykmypsl u ynpaeienuu

uHoOpMayuoHHo 6€30NACHOCbIO

3Haer Bubl yrpo3 CKC u meronpl obecrieueHus: THGOPMAIIMOHHON 0€3011acHOCTH
Ymeer | BeisABIATH yrpo3bl CKC, 000CHOBBIBATh MEPONPHUSATHS 110 3aIUTE HH(POpMALIUU
Bnaneer | HaBbikamu paOOTHI ¢ MHCTPYMEHTAIbHBIMU cpencTBamu npoektupoBanus CKC u 3a-

IIUTH HTHPOPMAITII

Tloka3zaTenu onieHUBaHUS KOMIIETEHIINI

Onenka Kpurepun oueHkun

3auTeHo - OTBETHJI Ha TIOCTaBJICHHBIE BOTIPOCHI;
3HaeT O COBPEMEHHBIX WH(POPMAITMOHHO-
KOMMYHHKAITUOHHBIX TEXHOJIOTHSIX;
-BOCIIPOU3BOJIUT OCHOBHBIE MOHATHUS O TI00aTb-
HBIX U JIOKAJbHBIX CETIX;

- 3HaeT (PU3MYECKHE OCHOBBI DJIEMEHTHON 0a3bl
KOMITBIOTEPHOW TEXHHKH M CPEACTB Tepeaadn
nH(popManuu,

- 3raet Buabl yrpo3 CKC u metonbl obecnede-
HUs UHGOPMAIIMOHHON 0€3011aCHOCTH;

—yMeeT BBIOMpATh M OIICHUBATH APXHUTEKTYPY
BBIYHUCITUTEILHBIX CUCTEM, CETEH U TEICKOMMY-
HHMKAILMH, ¥ UX ITIOJICHCTEM;




OueHka

Kpurepun ouieHKn

— 3HAeT NPUHLUIBI PabOTHl TEXHUYECKUX
cpeactB UKT;

— yMmeeT O0OOCHOBBIBATH  OpraHU3alMOHHO-
TEXHUYECKHUE MEPOIPUATHS IO 3aluTe UHPOP-
manuu B UC;

ymeeT BBIBIATH yrpo3bl CKC, 000CHOBBIBATH
MEPONPUSTHS I10 3alIUTe HH(POPMaLUY,

- BJIaJIC€T HABbIKAMHM IPUMEHEHHUS COBPEMEH-
HBIX MPOTPAMMHO-TEXHUYECKUX CPEJICTB s
pelieHus MPUKIAIHBIX 33]1a4;

- yMeeT IpUHUMATh pelieHus no uHpopmarusa-
LUUU TPEANPUITHI B YCIOBUAX HEONPEIEICHHO-
CTH, pabOTaTh C COBPEMEHHBIM CETEBBIM 000pYy-
JIOBaHUEM;

- BIIaJieeT HaBbIKaMH PabOThl B PA3UYHBIX OIle-
pPallMOHHBIX CHCTeMax;, HaBbIKAMM 3alUThl WH-
dhopmarumy,

- BIIaJICCT HaBBIKAMH PabOTHI C HMHCTPYMEHTAIb-
HbIMU cpenctBamu npoektupoBanus CKC u 3a-
XTI THPOPMALIUH.

He 3auteno

- HC OTBCTHJI HA ITOCTABJICHHBLIC BOITPOCHI
- HC UMCCT NPCACTABJIICHHUEC O JUCHUIIJIMHC

6.3 TunoBble KOHTPOJIbHBIE 32IaHUA WJIH HHBbIE MATEPHAJIbI, HEO0XOAUMBIE 1JI5 OlleH-
KM 3HAaHWH, YMeHHWi, HABHIKOB M (WJH) ONbITA JeATEJbHOCTH, XapPAKTePHU3YIOLIUX 3TaMNbl

(hopMupoBaHUA KOMIETEHIUH

B NPOIECCE OCBOEHNSI 00Pa30BaTeIbHOI MPOrpaMMbl

6.3.1 Texymmii KOHTPOJIb

Tunosslie KOHTPOJIbHBIC 3aaHUA

JUISL OLIEHKU C(POPMHUPOBAHHOCTU KOMITETEHIIUH B MPOLIECCE N3YUEHUs TUCIMITIIMHBI, COOT-
HECEHHbIE C 3TanaMy X (OPMUPOBAHHUS

KonTpomupyemsie stamns (pas-
JIEJIbl) TUCIIUTUTMHBI

q)OpMBI OIICHOYHOI'0 CPEACTBA Ne 3aaHus

OIIK-3 - cnocobnocmbio UCnonb306ams OCHOEHbIE 3AKOHbL ecCmeCmeerHHORAY4YHblX auCI/ﬂ/ll’lﬂLlH u co-
BPDEMEHRHbLE qu)OpMClb}uOHHO-KOMMyHMKaHMOHHble mexHoJiocuu 6 I’lpO¢€CCUOHClJZbHOI;l oesimebHo-

cmu

OcHoBBI KOMMYTAalUH.
HavanbpHas HacTpolika KOMMY-
TaTopa. BupTryasibHble JTOKaNb-
Hele cetu (VLAN). ®ynkuun
NOBBILIEHUS] HAJEKHOCTH U
IIPOU3BOIUTENILHOCTH

Tecrt, onpoc 3ananue 1-5

IIK-11 - cnocobrocme sKCcnIyamupogams u cOnPo8o#COams UHGOPMAYUOHHBIE CUCEMbL U CEPEU-

Cbl

KauectBo 00CITy’)KUBaHUS
(QoS). ®dyHkIMu obecrieueHus
0€30MIaCHOCTH M OTpaHHYCHHS
JIOCTYTIA K CETH

Tecrt, ompoc 3ananue 1-5

1IK-18 - cnocobrocms npunuma

UHDOPMAYUOHHOU DE30NACHOCTBIO

me yuacmue 8 opeanuzayuu UT-ungpacmpykmypel u ynpagnieHuu

MHoroanpecHas pacchlika.
OYHKIMKU YIPaBICHUS KOMMY-

Tecrt, ompoc 3ananue 1-5




| Tatopamu. |

Tecmosbie 3a0anus

T

1.

3

ema CeteBas ajpecanus

Cxkoubko OuT B 3amucu aapeca [Pv4?
8 our

16 our

32 oura

64 Outa

128 our

Kakas yacts IP-agpeca onpezenser MHAUBUIYaIbHOE YCTPOICTBO B CETH?
MIEpBBIC JIBA OKTETA

TPETUH M YETBEPTHIN OKTETHI
ceTeBas 4acTh ajpeca

y3JI0Bas 4acTh ajpeca

TOJIbKO YE€TBEPTHIN OKTET

. K kakoii cetn npunamnexut y3en ¢ [P-agpecom 172.32.65.13 u mackoii mojacetu, uc-

[10JIb3YEMOM 110 YMOJIYaHUIO?

4.

172.32.65.0
172.32.65.32
172.32.0.0
172.32.32.0

Kakas macka noACCTH IO YMOJTYAHUIO BBIACIIACT MAKCUMAJIBHOC KOJINYCCTBO OuTOB AJIA

ajJipecalvy y3Ja B MOACETH?

5.

255.0.0.0
255.255.0.0
255.255.255.0
255.255.255.252

CKOJBKO OUT AOCTYIIHO IJIA IP-aIIpeCOB ¥Y3JIOB KJIacCa B ¢ ucnonp3oBaHreM MacKu MOA-

CETH IO YMOJIYaHHIO?

6

4
8

16
24

. Cxonbko IMPUTOAHBIX JIsI HCIIOJB30BaHUA Y3JIOB JOCTYIHBI IMPU HAJTIUYUHN IP-a;[peca

kiacca C ¢ MacKoy MOJCETH, UCTIOJIB3YEMOH TT0 YMOJTYaHHIO?

254
255
256
510



- 511
+ 512

7. Ilpu HanMUUKM MacKu IOJICETH N0 YMoJIYaHMIoO Kakas yacTeb [P-agpeca 175.124.35.4 npen-
CTaBJISIET y3em?

« 175.124

+ 354

« 4
124.35.4
175.124.35

8. Kakue u3 nepevncieHHbIX HUKE afpecoB ABISAIOTCS YacTHbIME [P-anpecamu? (Beibepute
TPHU BapUaHTA.)

« 10.1.11

« 1723252

+ 192.167.10.10

« 172.164.4

+ 192.168.5.5

» 224.6.6.6

9. Kakoit [P-anpec Ha3HaUY€HMS UCTIOJIB3YETCSA B OJTHOQIPECHOM TakeTe?
* 3aJaHHBIN y3eln

* Tpymma y3JioB

* OCHOBHOM ILLIIO3

* CETEeBOW a/Ipec NIMPOKOBENIATEIBHON PacChUTKN

10. Yxaxure MAC-aapec Ha3HaueHHs B MHOTOaipecHoM Kajnpe Ethernet.
* MAC-anpec nepenaromiero y3ia

* MAC-agpec y31a Ha3HAUYEHUS

* anpec, HaunHatouwiics ¢ 01-00-5E B mectHaamarepuaaom Gopmare

* 48-6uToBBI ajipec B MIeCTHAAATEpUUIHOM (hopMmaTe, BelpaskeHHbIH B Buje FF-FF-FF-FF-
FF-FF

Tema CeteBble ciy’Obl

1. Kakoii Tun cepsepa ucnonszyetr IMAP?
+ DNS

« DHCP

* DJIEKTPOHHAs [1OYTa

 FTP

+ Telnet

* BeO

2. Kakoil Tunm cepBepa, BepoATHEHl Bcero, OyAeT HCIIONB30BaThCS CETEBBIM KIMEHTOM B
KOpIIOPAaTUBHOM Cpejie MepBhIM?

 DNS



6.

DHCP

3JIEKTPOHHAs 10YTa

FTP

Telnet

BeO

Kaxoit mpotokon ucnons3yercss FTP mis nepenauun daitnos yepe3 Murtepuer?
TCP

SMTP

UDP

SNMP

. Kakue npoTokonbl SBASIOTCS MPOTOKOIaMH NMpukiaaHoro yposus TCP/IP?

UDP
FTP
1P
SMTP
TCP

. Kakue u3 nepeunicieHHBIX HIKE YPOBHEH ABIAIOTCS ypoBHAMU Mojenn TCP/IP?

[TpuknagHoit
Dduznueckuit
WNHuTepner
CereBoil noctyn
[IpencraBnenus

BEI co3maere CCTCBYIO BUACOUTDY. Yto nmoBauseT Ha Ballle peUieHuc 0 TOM, Kakoun TpaHC-

MOPTHBIN MTPOTOKOJI CJIEAYET UCIIOIB30BaTh AJIsl IPUIIOKEHNUS?

L]
KETOB.

[Tpotokon UDP He Oyaer mpepbiBaTh UIpy Ul MOBTOPHOM Nepeayd COpPOLICHHBIX Ma-

HpOTOKOJ'I TCP olGecreunBaer AOMOJIHUTCIIBHBIC MMOATBCPIKIACHUA, IAPAHTUPYIOIIHUEC HC-

MIPEPHIBHYIO Mepeavdy BHJIEO.

MOo>KHO OTHOBpPEMEHHO UCNOIb30BaTh MpoTokossl TCP u UDP mia obecniedyenus: ckopo-

CTH M TapaHTUPOBAHHOM Mepeaayu.

ITporokoner TCP u UDP moryt 3ameanuTs nepeaauvy M npepBarh UIpy, MOATOMY TpaHC-

HOPTHBIM TPOTOKOJI BOOOILE HE CIIEAYET UCIOIb30BATh.

7.

KOTI[E[ IMMOYTOBBIC KJIMCHTHI OTIPABJIAIOT IMUCbMA, KAKOC YCTpOﬁCTBO HUCIIOJIB3YCTCA IJIA

npeoOpa3oBaHus UMEH JIOMEHOB B cOOTBETCTBYIoLIME [P-anpeca?

8.

YHUBEPCAJIbHBIN HIIEHTH(UKATOP pecypca
CETEeBOU cepBep-PEIUPEKTOP

cepsep SNMP

cepep DNS

Kakoe mnpuiokeHue BepoOsSTHEH BCEro HUCHOJB3yeTcsl Al mpeoOpa3oBaHUs

www.cisco.com B 198.133.219.25?



DHCP
DNS
FTP
HTTP
POP
SMTP

. Kakoii Homep nopra ucnons3yercs SMTP?

20
21
25
26
110

10. Kaxkoii mpoTOKOJI UCHONB3YETCS MOYTOBBIMH CEpBEPaMH ISl CBSI3U APYT C APYyrom?

FTP
HTTP
TFTP
SMTP
POP
SNMP

Tema becripoBoHBIE TEXHOIOTUH

1.

[Touemy Texnonorus 6ecripoBoiHoM cBsi3u IEEE 802.11 mo3BossieT ocyIecTBIATh mepe-

Jlauy JJaHHBIX Ha OoJbliee paccTosiHue, 4yeM Texosorus Bluetooth?

2.

nepeaaya OCyIIeCTBISIETCsl Ha ropasio 0oJiee HU3KHMX 4acToTax
MMEET MOBBIILIEHHYIO BBIXOIHYIO MOIIIHOCTh

nepeaaya OCyIIeCTBIIETCS Ha Topa3/io 0ojiee BEICOKUX YacTOTax
UCIIOJIL3YIOTCS O0Jiee COBEPIIEHHBIE METOIbI I (PPOBAHUS

Vkaxure TpU MPCUMYHICCTBA TCXHOJIOTMU 66CHp0BOI{H0ﬁ CBsA3U TICpCA TEXHOJIOTHEH

MIPOBOJHOM CBSI3U

0oJee BHICOKUI YPOBEHb 0€30MaCHOCTH

OOJIBIINHA qUAIIa30H

BO3MO>XHOCTh TIOJKJIIOYCHHSI B TI0O00€ BpeMsi, B JIF0OOM MecTe

JIETKOCTH U JICTICBU3HA YCTAaHOBKU

JIETKOCTh UCTIOJB30BAHUS JIMIIEH3UPOBAHHOTO PACIIpEeIeTICHHs YaCTOTHOTO Hara3oHa

JETKOCTh I[O6aBJ'I€HI/I$I JOITIOJITHUTCIIbHBIX YCTpOI\/'ICTB

. YKaXuTe J1Ba MpeuMyIiecTBa OECIPOBOAHBIX CETEH Nepe MPOBOIHBIMU CETSMHU.

CKOPOCTh
3amuTa
MOOMIBHOCTD

COKpAILCHHOE BPEMsl YCTaHOBKHU



* TI03BOJIAET MOJB30BATENISIM COBMECTHO UCTIONB30BaTh OOJIbIIIee KOJIUYECTBO PECYPCOB
* HEBOCIPUUMYMBOCTH K IOMEXaM OT JAPYTUX YCTPOHCTB

4. TexHuKa MOMPOCHIN 00ecieynTh OECIpOBOJHOE MOJKIIOUEeHHE K npoBoaHoi Ethernet-
ceru 31anus. Kakue Tpu axkropa BIMSAIOT Ha HEOOXOMMOE KOJIMUYECTBO TOUEK JOCTyIa?

* pasMep 31aHUsd
* KOJMYECTBO CIUIONIHBIX BHYTPEHHHUX CTEH B 3/IaHUU

* HAJIMYUE MUKPOBOJHOBBIX NIeUel B HECKOJIBKUX Oducax

* MeroJ mupPOBaHUs, UCTIOIb3yEMBbIl B OECIIPOBOTHON CETH

* HCIIOJBb30BaHUE oneparmoHHbIX cucteM Windows u Appletalk

* UCIOJBH30BaHUE KOPOTKOBOJIHOBOTO MJIH MH(paKpacHOTo umyueHus: B AP
5. Tloyemy Bompoc 0€301MaCHOCTH HACTOIBKO BaXKCH B OECIIPOBOIHBIX CETIX?
» becnpoBoaHbIE CeTH OOBIYHO MEIJICHHEH, YeM IMPOBOJIHBIC CETH.

* TeneBuszopsl U Jpyrue yCTpoWcTBa MOTYT CO3/1aBaTh MOMEXH JUIsl CUTHAJIOB OeCIpOBOI-
HBIX YCTPOMCTB.

* becnpoBoaHbIe CETH TPAaHCIMPYIOT JaHHBIE Yepe3 BO3IYIIHYIO Cpeay, KoTopas obecrie-
YUBAET JIETKUWA TOCTYII.

»  DaKTOpbI OKPYXKAIOMICH CPEJibl, TAKUE KaK TPO3bI, MOTYT BIUATH Ha OSCIIPOBOIHBIC CETH.
6. Uro o3nauaet norotun Wi-Fi Ha GecipoBoTHOM yCTpoiicTBE?

* yCTpOHCTBO ObLIO 0700peH0 MHCTUTYTOM WHXEHEpPOB MO JIIEKTPOTEXHUKE U Pauo-
anektponrke (IEEE).

° YCTpOﬁCTBO COBMECTUMO CO BCECMU APYIUMU CTaHAAPTaMH 6GCHpOBO,[[HOI>'I CBA3U.

* VYCTPOWCTBO COBMECTHMO C JAPYTHMH YCTPOMCTBAMH JAaHHOTO CTAaHJApPTa, Ha KOTOPBIX
TaK)ke HaHeceH Jiorotun Wi-Fi.

* VYcTpoilcTBO sABNIsIETCS OOpPaTHO COBMECTHMBIM CO BCEMHM MPEABIAYIIMMH CTaHIapTaMu
OecTpOBOTHOM CBS3H.

7. Kakoe yTBepxaeHHE SBISETCS UICTUHHBIM JJ1s1 OECTIPOBOIHBIX MOCTOB?

* COCIUHSET JIBE CETH 10 OECIPOBOJHOMY KaHAIY CBSI3U

* CTalMOHAPHOE YCTPONCTBO, MOAKIIOYEHHOE K OectipoBoaHOM LAN

* T03BOJIAET OECIPOBOJIHBIM KJIMEHTaM MOJKII0YATHCS K IPOBOJIHOM CeTH

* TOBBIIIAET HHTEHCUBHOCTh OECIPOBOIHOTO CUTHAJIA

8. Kakoil kKoMIoHEHT GecrIpOBOIHOM JIOKAIBHOM ceTH 00bIYHO HasbiBaeTcs STA?
* sA4erka

* aHTEHHa

* TOYKa JOCTyIa

» 0ecrpoBOIHON MOCT

* 0OecnpoBOIHON KIUEHT

9. Kakoe yTBepsKeHUE SBISETCS UCTUHHBIM Jisi OecripoBogHOM cetr ad-hoc?

* CO3JaHHas IIyTeM COEIUHEHMs OECIIPOBOAHBIX KIMEHTOB B OJHOPAHIOBOH CeTH

* CO3JaHHAs MyTEM COCAWHEHHsI OECIpPOBOIHBIX KIMEHTOB C OJHOM, IEHTPATU30BAHHOM
AP



* CO3JaHHAs MYTEM COCJAMHEHUS HECKOJIbKUX HAaOOpOB OECIPOBOJIHBIX YCIYT Yepe3 CHCTE-
MY pacIpencieHus

* CO3/IaHHAs MYTEM IMOAKIIOYEHHUs OCECIPOBOTHBIX KIMEHTOB K MPOBOJHON CETH C MOMO-
mero ISR

10. Kakue nBa yrBepxacHus o0 uaeHTHHUKaTope Habopa ciyx0 (SSID) sBnstorcs wuc-
TUHHBIMU?

* cooOmiaer OecrpoBOTHOMY YCTPOWCTBY, K KakOd OECIpPOBOIHOM JIOKAJbHOH CETH OHO
NPUHAIICKUAT

¢ COCTOHUT M3 ITIOCIICA0OBATCIIbHOCTHU ,Z[JII/IHOI;'I 32 cumMBoia 6e3 yu€Ta perucTpa
¢ OTBCYACT 3a OINPCACICHNC NHTCHCUBHOCTHU CUT'HAJIa

* Bce OeCIpOBOJIHBIE YCTPOMCTBA B OAHOM M TOH ke OecripoBogHOr LAN MOIKHBI HIMETh
oIuH u TOT ke SSID

* KCIIOJIb3YETCs JIIs IU(GPOBAHUSI JAHHBIX, IIEPEIaBACMbIX 10 OECIIPOBOIHOM CETH
Tema OCHOBEI ceTEBOM 0C30IaCHOCTH

1. VkaxuTe TpH METOA, UCIIOJIb3YEMbIC B COIIMATBHON MHKCHEPHH.

* ¢ummuHr (fishing)

* BUIIUHT

* ¢umuHr (phishing)

* CIAMHUHT

*  BBIMBIIUICHHBIA MTPEIIOT

* pacchlIKa HeXeNaTeIbHON MOYTHI

2. B cimyyae MCHONB30BaHUS 3IOYMBIIUIEHHUKOM METOZa "BBIMBIIUICHHBIN Mpemior”, Ka-
KHUM 00pa3oM OH OOBIYHO CBA3BIBAETCS C )KEPTBOI?

* [0 JIEKTPOHHOU MouTe
* 110 Tenedony

¢ JIMYHO

* 4epes TPEThE JIUL0

3. Bo Bpems paboTsl B MIHTepHETE MOIB30BATENh 3aMEYaeT OKHO C COOOIIEHHEM O TToTyde-
HUU BeIATpbIIIA. [Tos1b30BaTENb OTKPBIBAET OKHO, HE 3HAsI O TOM, YTO BBIIIOIHAETCS YCTAaHOBKA IIPO-
rpaMMbl. Tenepb 3MOYMBINUIEHHUK MOJTY4aeT AOCTYN K KOMIbIOTEPY M JU4YHOM uH@opmarmu. K
KaKOMY THUITYy OTHOCHUTCS IIPEANIPUHSATAs aTaka?

* 4YepBb
* BHpYC

* "TpOSHCKUI KOHB"

* OTKa3 B 00CITy>)KUBaHUH

4. VKaxuTe IIaBHYIO XapaKTepPUCTUKY YEPBS.

* BpEIOHOCHAs MporpaMma, KONUpYomas caMma ce0si B Ipyrue BITOIHAEMbIE TPOrPaMMbl
* 0OMaHHBIM ITyTEM 3aCTaBJISET MOJb30BaTEIEH 3aIlyCKaTh 3apaXKEHHbIE TPOrPaMMBbl

b Ha6op MalllMHHBIX KOMAaHA, KOTOpLIe HaxXoIATCA B JIATCHTHOM COCTOSSHUU OO0 TEX HOp,
MOKa He OYIyT 3amyIIeHbl CIIEIUaTbHBIM COOBITHEM

* HCIOJB3YET YA3BUMBIEC MECTa C LEJIbI0 PACIIPOCTPAHEHUS 110 BCEU CETH



5. JlaBuHa makeToB ¢ HeAeWcTBUTENbHBIMU [P-anpecamu HMCTOUHMKA 3alpalivBacT IOA-
KIItOYeHHe K ceTh. CepBep NMeperpyKeH, NbITasiCh OTBETUTH HA JIABHHY 3alIPOCOB, B PE3YyJIbTATE Ye-
IO UTHOPUPYIOTCS JIESTUTUMHBIE 3a1Ipochl. K KakoMy THUITy OTHOCHUTCA IIpEeANIpUHSATAs aTaka?

* "TpostHCKUI KOHB"

* araka METOJIOM rpy0o0ii CHUJIbI

* ping of death (IecTpyKTUBHBIN 7X0-3aMpPOC)
+ araka SYN

6. Kakoli Tum pekiamMbl OOBIYHO SIBIICTCS Pa3ApakalollMM U CBSI3aHHBIM C KOHKPETHBIM
[IOCEIaeMbIM BeO-caiiToM?

* OecrIaTHBIN IPOrPaMMHBIN ITPOIYKT C Pa3MEIIEHHON B HEM peKIamoi
*  BCIUIBIBAIOLINE COOOLICHUS

* mmnuoHckoe [10

» orciexusaromme "cookies"

7. Bbibepute HIMPOKO paclpOCTpaHEHHBIN MOAXOJA K MapKeTuHry B MHTepHere, 1o3BoIIs-
IOIUI OXBaThIBaTh MaKCUMaJIbHOE KOJIMYECTBO OTIENBHBIX MOJIb30BaTenel yepe3 IM unu no siek-
TPOHHOM I10YTE.

* MeToJ rpy0oii cuJIbl

* crmam

* mmuoHckoe I10

* otcaexuBaronue "cookies"

8. Kakas yacTh MOJMTHKU O€30MACHOCTH IJIACUT, YTO MPUIOKEHUS M UX HCIOJIb30BAHUE
pa3pelieHbl WU 3anperieHbl?

* HJIeHTHU(UKALUSA U ayTeHTHUPHUKANS
* yIAJIEHHBIN JOCTYI

* IIEeJIEBOE MCIIOJIb30BaHUE

* 1popaboTKa MHIIMJIEHTOB

9. Kakoe yTBep:kieHUE SBISETCS UCTUHHBIM B OTHOIIEHUU aHTUBUPYCHOTO MPOTPAMMHOTO
obecrieueHms?

° I[OJ'DKHLI OBITh 3allIUIICHBI TOJIBKO IMOYTOBLIC TPOTPAMMBI.
® ZIOJ'DKHBI OBITh 3alIIICHBI TOJIBKO KE€CTKHUE JHWCKH.

* OOHOBICHHUE aHTHBHPYCHOﬁ nporpaMmsal IIPOTHB KOHKPCTHOT'O BUPYCA MOXKET OBITH CO-
3JaHO TOJIBKO ITOCJIE TOI'O, KaK JIaHHIﬂf/'I BUPYC CTAaHCT NU3BECTCH.

* 3amuTa TpeOyeTcs TOIBKO JJIs1 KOMITBIOTEPOB, HAPSAMYIO MMOJAKIIOYEHHBIX K IHTEepHeTYy.
10. Kakwue aBa yTBEpKICHHS SBISIOTCS HCTHHHBIMH ISl TIPOTPAMMBI 3allIUTHI OT criama?

» IIporpamma 3amuThl OT ciama MOKET OBITh 3arpykeHa nmu6o Ha [1IK koHeuHoTro mosb30-
BaTess, 1100 Ha cepBepe MocTaBIIrKa yciuyr HTepHeTa, HO He Ha 000UX yCTpOiCcTBax.

e Jlocne 3arpys3Ku mporpaMmhbl 3alliUThbl OT CIlaMad, HOPMAJIbHLIC 3JICKTPOHHBIC IMHMCbMaA I10
ommOKe MOTYT OBITh OTHECEHBI K KAaTETOPHH CTiama.

* YcTaHoBKa MporpaMmsal 3allIUThI OT CllaMa JOJI?KHA UMCThb HU3KWH IMPUOPUTET B CCTHU.

* Jlaxke ¢ yCTaHOBJICHHOM MPOTPaMMOM 3aIUThI OT CllaMa IMOJIb30BaTEIN JIOJKHBI COOJIIO-
AaTb OCTOPOKHOCTL, OTKPbIBAA BJIOKCHHUA 3JI€KTpOHHOI71 IIOYTHI.



. DJNEeKTPOHHBIE MHChMA C MPEAYNPEKICHUSIMHA O BUPYCax, HE UIACHTU(DUIIMPOBAHHBIC
KaK criaM MporpaMMOM 3alUTHI OT cHama, CIeAyeT HEMEIJIEHHO MepechulaTh IPYruM MOJIb30BaTe-
JSIM.

Bonpocuvt ons nposepku yposns ooyuennocmu 3HATH

OIIK-3 cnocobnocmbo UCnonb3068ams OCHO8HbIE 3AKOHbI €CMECMBEHHOHAYYHBIX OUCYUNTUH
U cogpemeHHble UHPOPMAYUOHHO-KOMMYHUKAYUOHHbIE MEXHOL02UU 6 NpOGecCUOHANbHOU Oesi-
menbHOCmu

Omneparmonnas cuctema Unix: uctopust FOnuke, paznougnoctu FOHukce, Linux, cpencra
IPOCMOTpA CUCTEMHOI HH(pOpMAIUU

IIpotokon TCP. FTP. vsftpd. HTTP. HTTPS. Apache
Konuenuus npoexktupoBanus cereil. OCHOBHbIC MOHSTHSA.
Wnentudukatops! npoueccos. Jlemonsl. Komanna ps.
Hcnonw3oBanue IP-agpecanuu B mpoeKkTe ceTn

IIK-11 cnocobrocmb sKCnIyamupogams u CONPOBOHCOAMb UHDOPMAYUOHHBIE CUCTEMbL U
cepsucyl

Karanoru ¢aitnosoii cucremsl Unix (Linux). Yuernsie 3amucu B Unix (Linux)
VYuernsie 3anucu B Unix (Linux). [lonatue yuyeTHoOMU 3anucu U ayTeHTUPHUKAITUU
Haznauenue npas nocryna. Komanae chmod, chown, chgrp.

Crpykrypa nakera [P. Ctpykrypa [P-anpeca. [Tonceru. ifconfig u Hactpoiika npotoko:na IP.
Mapmpyrtuzainus. ABTOHOMHbBIE 00J1aCTH

Crpykrypa nonsHoro axgpeca B nporokose UDP. ITonstue UDP-nopros. Ctpykrypa UDP-
nakera. Pacnpocrpanennsie UDP-cepBucel. DNS. Bind

MeToapI KOMMYTAaIUU
VYcerpanenue npodiem ACL-cniuckoB

ITK-18 cnocobrnocms npunumams yuyacmue 8 opeanuzayuu UT-ungpacmpykmypul u ynpas-
JIeHUU UHPOPMAYUOHHOU OE30NACHOCTBIO

[Iporpamma nmpocMoTpa CIpaBOYHOTO PYKOBOJICTBA man.
Omnucanue cymectByronieit cetu. O6cnenopanue. JlokyMeHTupoBanue. MoaepHuzaIusi.

M9. Komanga route. CereBoe aamunuctpupoBanue Unix (Linux). IIporoxon UDP Ilpoek-
TUPOBaHUE OECTIPOBOJIHBIX CETEH

Pacnpenenenue npaB goctyna B Unix (Linux). Yrenue. 3anuce. Bommonnenue. OcoGeHHO-
CTH IIpaB y KaTaJIOrOB

Bonpocvi/3adanus ons nposepku yposus ooyvuennocmu YMETH

OIIK-3 cnocobrocmbuio UCNoNb306aMb OCHOEHbIE 3AKOHbL ecmeCcmeerHHORAY4YHblX 01/lCI/;1/ll’lﬂuH
U CoBpemMeHHble uHd)OpMClZ/;MOHHO'KOMMyHMKaHMOHHble mexHoJjiocuu 6 npOd)@CCUOHCZJZbHOZZ oesi-
mejlbHocmu

CereBoe anmunuctpuponanue nporokoso [P u UDP B OC Unix (Linux)
AnmvunuctpupoBanue DNS, FTP, WEB-cepsepos u ceteBoro numo3a B OC Unix (Linux)

Hcnons3oBanue npotokona TCP, pacnpocrpanennbie TCP cepBucel. Crpykrypa TCP-
naketa. Pacnpoctpanennsie TCP-cepBucs. Telnet

CereBoe agmunuctpupoanue Unix (Linux). CereBas mozens OSI. Ctpykrypa Mopaemnu
OSI. CewmeiictBo npotokosioB TCP/IP

CereBoe anmunuctpupoBanue Unix (Linux). ICMP. IIpotokon ICMP. Tunsl nakeroB. YTu-



JMTHI ping, traceroute.
OYHKIIMOHUPOBAHUE KOMMYTAaTOPOB JIOKAJbHOU CETH

IIK-11 cnocobHocmb sKCnIyamupogams U CONPOBOHCOAMb UHDOPMAYUOHHBIE CUCEMbL U
cepsucyl

JlemoH cron. PaboTa ¢ TMCKOBBIMH HAKOIUTEIAMHU, KOMaH1a mount
Ycrpanenue omubok B niepepacnpeaencHuu mapmpyrta EIGRP o ymomuanuro
Buenpenue nporokosa EIGRP

Hcnonp3oBanue mozaeneii QoS

1IK-18 cnocobnocms npunumams yuacmue 6 opeanusayuu UT-ungppacmpykmypol u ynpas-
JleHUU UHGOPMAYUOHHOU 6E30NACHOCBIO

Pacnipenenenne npas nocryna B Unix (Linux), uaeHTuduKaTOpsl mporeccon, AeMoHbl Unix
(Linux), mpaBa qocTyrma npoIeccoB.

Omnucanue cymectBytomied cetu. O0cnenosanue. JlokymeHTrupoBanue. MojaepHu3amus.
[TpoexTuposanue nognepkku WAN u ynan€HHOro pabOTHUKA

ITpoexTrpoBanue 6ecIpOBOIHBIX CeTeH

Wcnpitanusa Ha npototune cetu WAN

Hactpoiika 10KanpHOM CeTH C U30JMPOBAaHHBIMU IIOJICETAMU

3aoanus ons nposepku yposus ooyuennocmu BJIAJETH

1. HeOonpinas koMnaHus UMeEET /1Ba ouca B pa3auuHbIX 3AaHusAX. O00uM odrcaM HyKeH
JIOCTYII IPYT K APYTY U K BeO-cepBepy, pa3MmelieHHoMy y noctaBiuka Yciayr Uarepuera (ITYN).
Jlis yCTaHOBJIEHUS CBS3HM BbI JOJDKHBI HACTPOUTH CTATUYECKHE MapIIPYThl HA BCEX TpeX Mapuipy-
tuzaTopax. PaGora Bemonusercs B nporpamme Cisco Packet Tracer ¢ mpumokeHreM 3TanoB BbI-
nosHeHus pabot B Microsoft Office Word. Heo6xoaumsrii ¢aitn: Configuring Static Routes.pka

Q— —f—1

2850-24TT
I-IIJII:I;:F_;T KomuyTarop 0 % HQ \
hY
i %
N - - — 1 f.‘; ;: - ] -
NPT 2960-24TT 1841 1841 o -
[ 4 KomuyTatop 1 ©unuan My EpRep-

gefb-ceprep
2. Crapmuii aAMUHHCTPATOP CETH MOCTABHJI IEpPe]l BaMH 3a7ady: CO37aTh CTaHIAPTHBIN
MMEHOBAHHBIN CITUCOK JOCTYTIA JUIsl IPEIOTBPAICHIs] HECAHKITMOHUPOBAHHOTO MTPOHUKHOBEHUS HA
daiinoBsiii cepep. HeoOxoaumo 3a010KUPOBATh TOCTYI BCEM KIMEHTAM W3 OJHOW CEeTH W OJHOU
KOHKpETHOU pabouel ctaHIuM U3 Apyroil cetu. Pabota BeimonHsercs B nporpamme Cisco Packet
Tracer ¢ npuoXkeHueM 3TaroB BbinoiaHeHus padot B Microsoft Office Word. HeoOxonumerii daitn:
Configuringand Verifying Standard Named ACLs.pka
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3. Bac, cereBoro agmunucTparopa KoMmmanuu XYZ, MOMPOCHIH YCHIIHTh 3aIIUATY MEXKITY
Bamumu cetsmu VLAN u cepsepHoii pepmoii. CepepHast pepma BkiirouaeT BeO- 1 DNS-cepBepsl.
Crapmmii ceTeBoil HHKEHEP X0UYEeT, YTOOBI Ha CEPBEPHON (hepMa OBUT pa3pelnieH TOIBKO BXOSIINI
BeO-Tpaduk u DNS. Bam mopyueno 3anperuts npotokonsl telnet u ICMP mexny VLAN 10 u
VLAN 20.Pa6ota Beimomnnsiercst B nporpamme Cisco Packet Tracer ¢ mpuiokeHuEM 3TaIoB BBIIOJI-
HeHus pabot B Microsoft Office Word. HeoOxonumsiii daiin: Configuringand Verifying Extended
ACL swith a DMZ.pka
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4. Hebonplas KoMIaHus pelinia BHEIpUTh npotokod RIP s onTuMusanuu ceteBoro
Tpaduka. [locne BHenpenus nporokona RIP nmonbp3oBaTenu cranu KajnoBaThCsl, YTO OHU JMILNIIHNChH
JOCTyNa K JPYTUM Yy3J1aM CeTH. BBl JOKHBI OOHApYXKUTh U YCTPAHUThH 3Ty HEUCHpPaBHOCTH. Mc-
nosb3yemast Bepcust RIP: 6eckiaccoBasi, moanepKuBaeT H30IMpOBaHHbIe ceTu 1 Macku VLSM. Pa-
6ota BeinonHsercs B nporpamme Cisco Packet Tracer ¢ mpuiioskeHrEM 3TaroB BEIOJHEHHs paboT B
Microsoft Office Word. Heo6xonumsiii ¢aiin: Trouble shooting RIP.pka
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5. Crapummuii ceTeBoil MH)XEHEp MOCTaBUJI NIEepe] BaMH, CETEBBIM aIMHUHHUCTPATOPOM, 3a/1a-
9y OTKJIIIOYNTH Ha MapmpyTusaTope R3 aBTomarnieckoe oObeTMHEHHE M HACTPOUTH 00bEIMHEHUE
BpyuHyto. [lepen HauasoM BBIOJIHEHUS ATOTO 33/1aHUS YOETUTECh, YTO CETh IMOJHOCTBIO KOHBEP-
renTHa. Bce xaHanbl 1o/mKHBI OBITH 3eneHbIMH. Pabota Beimonusiercss B nporpamme Cisco Packet
Tracer ¢ mpUIIOKEHNEM 3TANoOB BHIMOIHEHUs paboT B Microsoft Office Word. Heobxonumslii daiin:
Configuring EIGRP and EIGRP Summary Routes.pka
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6.4 MeTtoanueckue MaTepHaJibl, ONpeleJAOIINE NPOUeAYPbl OLEHUBAHUS 3HAHWIA,
YMeHHUIi, HABBIKOB U (MJIM) ONbITA IeATEJbHOCTH, XapAKTEePU3YOIIUX 3TANbI ()OPMHPOBAHUA
KOMIIETeHI M

OreHka 3HaHWH, YMEHH, HABBIKOB, XapaKTepHU3yIOMIas 3Tanbl (POPMUPOBAHHUS KOMIIECTECH-
Uil B mpoliecce U3ydyeHUsl TUCHUIUIMHBI «CeTeBoe aAMUHUCTPUPOBAHHUE», IPOBOIUTCS B (popme
TEKYIEro KOHTPOJS M IPOMEXKYTOYHOM arrecTaluu. TeKylnuid KOHTPOJIb YCIEBAEMOCTH OCY-
IIECTBIIETCS B TEUCHUE CEMECTpa B XOJI€ MOBCEHEBHON yueOHOM paboThl, oOecrieunBas OleHHBaA-
HHUE XOJ[a OCBOCHMS JAUCLUIUIMHBL. B 4acTHOCTH, TEKYIIMI KOHTPOJIb YCIIEBAEMOCTH MPOBOJIUTCS C
[ENBI0 OTIPE/ICTICHNsI YPOBHS YCBOSHHS OOYYAIOIIUMIECS 3HAHWH, OIEHKH (POPMHUPOBAaHUS y HHUX
YMEHUH W HaBBIKOB, CBOEBPEMEHHOI'O BBISBJICHUS IPENOAaBaTEIeM HEAOCTaTKOB B IMOJATOTOBKE
00yJaromuxcsi U MPUHATHS HEOOXOJAUMBIX MEp IO €€ KOPPEKTUPOBKE, COBEPIICHCTBOBAHMS METO-
JMKU 00y4eHUs, OpraHu3aluu y4eOHOH paboThl M OKa3aHUs 00ydaroUIMMCcs WHAWBUIYAIBHOM MO-
MotTy. JIaHHBII BUI KOHTPOJISI CTUMYJIAPYET y 0OYJaONIMXCsl CTPEMIIEHUE K CHCTEMAaTHIeCKOH ca-
MOCTOATENbHOM paboTe M0 U3yYEHUIO TUCIMIIMHBIL. TeKyIil KOHTPOJIb yCIIeBaeMOCTH MPOBOIMT-
cs B popMe MPOBEPKH 3HAHHM, YMEHUN U HABBIKOB, O0yUalOUIMXCcs Ha 3aHATHAX (OMpOCHI), MO pe-
3yJIbTaTaM BBIMOJIHEHUS MHIUBUIYaJbHBIX 33JaHUM, TECTOBBIX M KOHTPOJBHBIX paboT, pelieHHs
3a/1a4, MOATOTOBKH JOKJIAI0B (COOOIIECHMIT ), TPOBEPKH KaueCTBa KOHCIIEKTOB JIEKIIHM, OT4eTa 00Y-
YAIOLIUXCSA B XO/€ MHAMBUAYAIBHBIX KOHCYJIbTALIMH C NPEroaaBaTesieM IO UMEIOIUMCS 3a10J1-
KEHHOCTSM. K OIEHOYHBIM CpelcTBaM ISl TPOBENEHUS TEKYIIETO KOHTPOJIS YCIIEBaEMOCTH IO
mucuuruinHe «CeTeBoe aMUHUCTPUPOBAHME» OTHOCITCS: MHIUBUAYaJIbHBIE 33aJaHMs, TeCThl. Te-
KYIIUH KOHTPOJIb yCIIEBAEMOCTH OCYIIECTBIIIIOTCS Ha NMPAKTHUECKUX 3aHATHSX, a TaKXKE B XOJe
VH/IMBUYaJIbHBIX KOHCYJIbTALUH C MPEToiaBaTeNeM.

7 IlepeyeHb OCHOBHON W /IONOJIHUTEJbHON y4eOHOH JUTepaTypbl, HEOOXOAUMOM 1JIs1
OCBOEHMS THCIUIIHHBI

7.1 OcHOBHasi 1MUTEpPaTypa

1. BacunseB ML.II. CereBoe agMUHUCTPUPOBAHKE: DIICKTPOHHBIN YI4EOHUK ISl TIOJITOTOBKH
OaxanaBpoB HanpasyieHus 230700, 09.03.03 «[Ipuxnagnas napopmaruka» M.I1. Bacunses,. — Boa-
rorpan: ®I'bOY BIIO Bonrorpaackuii 'AY, 2015.

2. MakcumoB H. B. Kommnerorepasie cetu: YdueOHoe nocodue mis ctyna. yupexaenuit CI10/



H.B. Makcumos, N.W. Tlonos. - 6-¢ uza., nepepad. u nom. - M.: ®opym: HUL] UHOPA-M, 2013. -
464 c. - PexxuM nocryma: http://znanium.com/bookread2.php?book=410391

7.2 lonotHUTEIBHAS JIUTEPATYPA

1. BacuibeB, M. I1. BerunucnurensHble CHCTEMBI, CETH U TEJICKOMMYHHKAIUH : y4e0. 1Moco-
Oue st moar. 6akanaBpoB Hampas. "[lpuknagnas nadpopmaruka" / M. I1. Bacuibes, A. 1O. Pynen-
ko ; ®I'bOY BIIO Bomnrorp. I'AY. - Boarorpan : M3a-so Bonl'AY, 2012. - 192 c.

2. BacuibeB, M. I1. BelunciautenbHble CUCTEMBI, CETH M TEJICKOMMYHHKAIIUU : 3JIEKTPOH-
HOe rocobue st moar. OakanaBpoB HampaB. "llpuknannas mapopmaruka" / M. I1. Bacuibes,
®I'bOY BIIO Boarorp. 'AY. — Boarorpaz, 2015

3. Ky3un A. B. Komnbrotepusie cetn: YueoHoe nmocobue / A.B. Ky3uH. - 3-e u3a., nepepad.
u gon. - M.. @Dopym: HNHOPA-M, 2011. - 192 ¢ Pexum  nocrymna:
http://znanium.com/bookread?2.php?book=249563

8 Ilepeuennb pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHHUKAIMOHHONH ceTu «HTepHET»,
HEe00X0IMMBbIX /115l OCBOEHHUS TUCHUILINHBI

1. http://dlink.ru/ D-Link ceTeBbie TeXHOIOTHN

9 Meroanyeckue yKa3aHHUs 1Jisl 00y4alOIHUXCS 110 OCBOCHUIO M CIHIIJIHHbI

B xoJ1e neKIMOHHBIX 3aHATUH 00y4aroIUMCs peKOMeHayeTcs: 1) BeCTU KOHCIEKTUPOBaHUE
ydaeOHOro MaTepuaia; 2) odpaniaTh BHUMaHUE Ha KaTeropuu, GOopMyIUpOBKH, PACKPHIBAIOIIUE CO-
JiepKaHue TeX WM MHbIX SBJICHUHN U MPOLECCOB, HAYUHbIE BBIBOJIbI M MPAKTUUECKUE PEKOMEHJalluU
[0 UX NMPUMEHEHMIO; 3) 3a/1aBaTh MPENOAABATENI0 YTOUHSIIOIINE BOIPOCH] C LIEJBI0 YSICHEHUS TEO-
PETUYECKUX TOJIOKEHUH, pa3pelieHus] CIIOPHBIX CUTYaluil; 4) *eaaTeabHO OCTaBUTh B PabOYMX
KOHCIEKTaX MOJs, HA KOTOPBIX BO BHEAYIUTOPHOE BPEMSI MOKHO CZEJIaTh MIOMETKU U3 PEKOMEHI0-
BaHHOM JIMTEPATypHl, JOMOJIHAIOIINE MaTEpUa IPOCIYIIAaHHON JIEKLINH, a TAK)KE TIOJUEPKUBAIOIINE
0CO0YI0 BaKHOCTb T€X WM MHBIX TEOPETUYECKUX MOJIOKEHUH.

Ha npakTuueckux (CeMHUHApCKUX) 3aHATUSAX B 3aBUCUMOCTH OT TE€Mbl 3aHATHUS BBIIOJIHIETCS
MOMCK MH(OPMAIIMH [0 PEIIEHUI0 COOTBETCTBYIOIIMX COJAEPYKAHUIO AUCLUILUIMHBI Mpo0JieM, BbIpa-
00TKa MHIUBHIyalbHBIX WM TPYNIOBBIX PEIIEHUH, HTOrOBOE 00CYXIeHHE C OOMEHOM 3HAHMSAMU,
ydacTue B JTUCKYCCHSIX, pa300p M oNnMcaHue KOHKPETHBIX CUTyalluil, KOMaHHas paboTa, pelieHue
WHIVBUAYAJIBHBIX TECTOB.

CamocTosTenbHas paboTa 00yJaromMXcsi OCYIIECTBIISAETCS B BUAE M3YyUEHHUS JIUTEPATypHBIX
UCTOYHUKOB U SMIIMPUYECKHUX JAHHBIX MO MyOIMKALUAM, OATOTOBKU JOKJIAI0B (COOOIIEHHIA), BbI-
MOJIHEHUS] TBOPUECKUX 3aJlaHuM, pabOThl C JIEKIMOHHBIM MaTepHalioM, CaMOCTOSITEIbHOTO H3y4e-
HUS OT/AEIBHBIX TEM TUCHMILIMHBL. [I0ArOoTOBKa K KOHTPOJBHBIM MEPONPUATHIM TpeOyeT oT 00y-
YalOIIErocsl HE TOJIBKO MOBTOPEHUS MTPONIEHHOI0 MaTeprasa Ha ayAUTOPHBIX 3aHATHX, HO TIOMCKa
Y aHaJlM3a MaTepuasa, BIIAHHOTO Ha CAMOCTOATEIbHOE NU3YUYEHHUE.

10 IlepeyeHp MH(OPMALMOHHBIX TEXHOJIOIMi, MCIOJb3yeMbIX NPH OCYLIECTBJICHHHU
0o0pa3oBaTeILHOIO Mpoecca Mo JMCHHILIMHE, BKIIOYasi epe4eHb MPOrpaMMHOro odecrneve-
HHUA ¥ HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM

ITpu ocymecTBieHnH 00pa30BaTEIBLHOIO MPOLECCa MO TUCHUILIMHE HCIIONb3YETCs CIENYI0-
1iee MporpaMMHoe obecrieueHne U nHHOpPMaIMOHHbIE CIIPABOYHbBIE CUCTEMBI:

1. Microsoft Windows, Office Prof;

2. JJaboparopus Kacnepckoro;

3. CIO «IIpomerteit» BupTyanbHble TEXHOJIOTHH B 00pa30BaHNH;

4. CIIC TAPAHT // T'apanTt-CepBuc;

5. CIIC Koncynwrantllntoc // KorcynsranTlIntoc;

6. GNS 3 - smynsaTop n0KambHOU ceTH // CBOOOAHOE MPOrpaMMHOE 0OecIIeUeHHE;
7. D-Link cereBsie Texnomoruu Kypc neknuii.
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11 MarepuanbHO-TeXHHYECKasA 0a3a, HeoOXoauMasi JJisl OCYLIeCTBJIEHHs 00pa3oBa-
TeJLHOT0 NMPoIecca Mo JUCHMUIINHE

Ne i/

HanmenoBanue 000py1oBaH-
HBIX Y4eOHBIX ayAuTOpHi (1m0~
MelleHu i)

IlepeyeHb 0CHOBHOTO 000py/10BaHMs1, IPUOOPOB U
MaTepHuaJIoB

506a

KoMnbrorepHslii ceTeBo Kitace Uisl IPOBEIECHUS
IIPAaKTUYECKUX 3aHATUH, UMEIOIUI BbIX0J B MHTEp-
Het. Kommnerotep B kommuiekte 16 mr. (Asus P7HS5-
M, Intel (R) Core i3 CPU 560 3.33 I'T't, 4096 M6
DDR3-1333, NVIDIA GeForce GTS 450 (1024 Mb),
WDC WD5002AALX-00J37A0, Optiarc DVD RW
AD-7263S ATA Device, Acer A231H).
Buneonpoexrop NEC U250X 1 .
WurepaktusHas qocka |QBoard 1.
TenekoMMyHUKAMOHHBIN KA} — 4 mT
Kommyrarop DGS-3612 - 2 mt.

Kommyrarop DES-3200-10 - 8 mT.
Kommyrarop DES-1005A - 5 mir.
Ka6enp Ethernet - 35 mr.

KonconbHbIit kabemns - 10 ot

1 xommeroTep i nabopaTopHbix 3aHsaTH ¢ OC
Microsoft Windows Server 2008 R2;

10 koMmbIOTEpOB I JaOOpPaTOPHBIX 3aHATHH
(Microsoft Windows 7).

CereBbie po3eTku RJ-45.

KonnekTopsl RJ-45, 8 pin.

12 Unble cBeneHus U (WJIM) MAaTEPHAJIBI

12.1 Ilepeyenb 00pa3oBaTeIbHBIX TEXHOJIOTH, MCIOJb3YyEeMBbIX NMPH OCYILIECCTBJICHUH
0o0pa3oBaTe/IbHOIO Mpouecca Mo AMCIUIIHHE

ITpu ocBOEHMHU TUCIMILIMHBI CHOIB3YETCsl COUETaHUE OT/AETIbHBIX BUI0B yUeOHOI paboThI
¢ MeToJlaMu U (opMaMu aKTHBHU3ALMU [103HABATEIBHON JEATEIBHOCTH 00y4YaroUMXcs C L EbI0 J10-
CTHIKEHHMSI 3aIUIaHUPOBAHHBIX PE3yIbTaTOB 00yUeHHs M (POPMHUPOBAHUS COOTBETCTBYIOIIUX KOMIIE-
TEHIIUH.
OObeMm 3aHATUH, TPOBOIUMBIX B HHTEPAKTUBHBIX (hOpMax, COCTABIISET:

npu ouHOi popme oOyuerust 10 yacoB, B TOM 4mcie JEKIUH - 0 9acoB, MPaKTHUECKUE 3aHsI-

tus - 10 yacos.
MeToabl AKTUBHOTO 1 HHTEPAKTHBHOI0 00yUYeHUsI
NPH Pa3HbIX BUAAX Y4eOHbIX 3aHATHI
MeTtoabLl AKTUBHOI'O IIpakTHyeckue
Ne JlabopaTopusbie | CamocTosiTeIbHASA
¥ uHTepakTUBHOrO | Jlekmuu | (ceMmuHapckue)
n/n padoTbl pabora
o0y4eHust 3aHATHSA
Jlexknus ¢ 3apanee 3a-
1. | maHupOBaHHBIMU +
OIIMOKaMHU
2. | Jleknus-BU3yanu3amnus +
Pa360p KOHKpETHBIX
3 P ¢ Y + +
CUTyarui
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